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To our partners and customers in Poland,

1. Background and Purpose

FOoXESS is committed to providing safe, reliable, and compliant energy
management solutions to users worldwide. With the extensive deployment of
our overseas platforms, Foxcloud and Foxcloud 2.0, we recognize the critical
importance of safeguarding user data and meeting the requirements of EU
cybersecurity regulations and data privacy protection laws. This statement sets
out our specific measures and commitments regarding data storage,
cybersecurity protection, and regulatory compliance for our overseas
platforms.

2. Data Storage Location and Infrastructure

To meet EU data sovereignty requirements and ensure low-latency, high-
reliability data processing, the core data of FoxESS overseas
platforms Foxcloud and Foxcloud 2.0 is stored on cloud server infrastructure
located in Frankfurt, Germany.

The following provides evidence of the actual deployment and network
attribution of our infrastructure:
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2.1Cloud Server Instance Deployment (Frankfurt Zone A, Germany)

As shown in the figure below, we have deployed dedicated cloud server ECS
instances (such as the eu-business-node series and eu-bda-node Series) in
Availability Zone A of Frankfurt, Germany. All instances are in stable operation
and are isolated using Virtual Private Clouds (VPCs), ensuring physical and
logical data security.
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2.2 IP Address and Physical Location Attribution

Third-party network information queries confirm that the public IP address used
by our platform (e.g., 8.209.116.72) belongs to Alibaba (US) Technology Co.,
Ltd. under ASN AS45102, with its physical location clearly identified
as Frankfurt am Main, Hesse, Germany. The IP is classified as a data center IP,
confirming that the servers are located within a strictly controlled data center
environment.
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IP2Location =™ Germany, Hessen, Frankfurt am Main

DB-IP =™ Germany, Hesse, Frankfurt am Main

MaxMind =™ Germany, Hesse, Frankfurt am Main

IPInfo.io =™ Germany, Hesse, Frankfurt am Main

Bilibili = BE, BHEM, EEZRE
PSR GH
PR

3. Compliance with EU Cybersecurity Regulations

FoxXESS overseas platforms strictly comply with current and forthcoming EU
cybersecurity regulatory requirements. Our system architecture, software
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development life cycle, and operational management fully implement the
following standards

ETSI EN 303 645: Meets the cybersecurity baseline requirements for loT
devices, ensuring devices and platforms have anti-attack, privacy protection,
and security update capabilities.

EN 18031-1:2024 (RED DA): Complies with Article 3.3(d) of the Radio
Equipment Directive (RED) regarding network protection, ensuring the security
of network transmission and access.

NIS2 Directive (EU) 2022/2555: We have established comprehensive
vulnerability management, incident response processes, and continuous
monitoring mechanisms (SOC) to meet critical infrastructure cybersecurity
requirements.

Cyber Resilience Act (CRA, EU) 2024/2847: Adopting a secure-by-design
architecture, we possess a Secure Software Development Life Cycle (SSDLC),
cryptographically verified software update mechanisms, and a Bug Bounty
program, fully preparing for formal implementation in 2027.

Based on the above standards and testing, we declare that: the Foxcloud and
Foxcloud 2.0 platforms meet the technical requirements of RED DA, EN 303
645, NIS2, and CRA, and are fully prepared for formal compliance.

4. General Data Protection Regulation (GDPR)
Compliance

With respect to the EU General Data Protection Regulation (GDPR, EU
2016/679), FOXESS overseas platforms take the following measures to ensure
the lawful and compliant processing of user personal data:

Data Localization and Cross-Border Transfers: As stated above, platform data
is primarily stored in the Frankfurt, Germany node, effectively avoiding
unnecessary cross-border data transfer risks. Where necessary cross-border
transfers occur, we strictly comply with Chapter V of the GDPR, employing
lawful mechanisms such as Standard Contractual Clauses (SCCs).

Safeguarding Data Subject Rights: We provide transparent privacy policies and
establish accessible channels to guarantee users' rights to access, rectify,
erase (right to be forgotten), and port their personal data.

Data Security and Minimization: We strictly adhere to the principle of data
minimization, collecting only data necessary for business operations, and
employing encrypted storage, strict access controls (IAM), and Virtual Private
Cloud (VPC) isolation technologies to prevent data leakage, tampering, or loss.
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Data Protection Impact Assessments (DPIA): For high-risk data processing
activities, we regularly conduct DPIAs to ensure privacy protection measures
are embedded throughout product and platform design.

5. Conclusion

FOXESS is committed to continuously monitoring and adapting to updates in EU
cybersecurity and data protection regulations. Through our high-standard
infrastructure in Frankfurt, Germany, our certified cybersecurity framework, and
strict adherence to the GDPR, we ensure that the Foxcloud and Foxcloud
2.0 platforms provide secure, compliant, and trustworthy energy data services
to users in Europe and worldwide.
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